Managing fraud risks | Keep your eye on the ball
The COVID-19 pandemic has transformed the business
landscape with an unwelcoming concomitant of a dark
side, inherent in which are exacerbated vulnerabilities
of organizations to fraud risks (some of which are
unprecedented).
Evidently and inextricably, several businesses are
currently grappling with operational pressures, threats
of disruption in the near to medium term, challenges
relating to working capital, securing their backend
supply chain and strengthening their front-end
customer orientation channels; while dealing with a
myriad of workforce related issues. In the backdrop of
the foregoing, fraudulent practices have been on the
rise with as much as 7% of the top-line of
organizations (according to recent studies) currently
susceptible to losses due to fraud.
The pursuit of effective measures to combat fraud in
the current and emerging scenario, have transformed
the lens through which the traditional fraud triangle
should be analysed and broken. In this context, the
proactive development of an efficient defense
mechanism with an effective strategy to
mitigate fraud risks in your organization are
imperatives.
Our Managing Partner (Monish G Chatrath), outlines
elements that you can consider in your fraud risk
mitigation strategy, covering the following:

• Predictive measures | Establish or
reassess (as the case may be) and monitor
departures from business targets and
projections, align the internal audit charter
to address fraud risks, undertake periodic
assessments of the effectiveness of the
operation of the fraud risk management
framework, identify and mine relevant data
to profile the lifecycle and modus operandi
of fraudsters with potential fraud schemes
and monitor changes in behavioural &
transaction patterns (using AI, ML and
forensic tools, logistic regression and selforganizing maps for the more complex
patterns).
• Detective measures | Use your whistleblower framework effectively, act swiftly on
tip-offs (internal & external) and initiate,
complete and analyse internal audit,
management assurance
reviews/investigations, in a time bound
manner.
• Actionable measures | Analyse the root
causes of identified fraud; co-relate these to
components of the system (people,
processes, policies, technology,
infrastructure & data flows) and reengineer
the same to address specific vulnerabilities.

• Preventive measures | Build a robust fraud risk
management framework for defense, enhance
awareness (including through training) of
consequences of fraud and develop a safety net of
policies and procedures (with emphasis on
preventive controls).
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About MGC Global

Allinial Global (formerly PKF North
America) is currently the world's secondlargest member-based association (with
collective revenues of approximately USD
4.2 billion) that has dedicated itself to the
success of independent accounting and
consulting firms since its founding in
1969. It has member firms in 71
countries, who have over
28,000professional staff and over 4,000
partners operating from 688 offices
across the globe.

Recognized as one of the '10 most
promising risk advisory services firms' in
2017, as the 'Company of the Year' in 2018
&, 2019' (both in the category of risk
advisory services), one of the 'Top
Exceptional Companies to Work For’ in
2020 and amongst the ‘Top 25 Customer
Centric Companies’ in 2020 and 'The
Consultant of the year' in 2021 (in the
category of risk advisory services); MGC
Global is an independent member firm of
the US$ 4.2 billion, Atlanta headquartered
- Allinial Global.

Allinial Global provides its member firms
with a broad array of resources and
support that benefit both its member
firms and their clients in the key impact
areas of learning and development,
human resources, international outreach,
technical support, knowledge-sharing
platforms through its specialized
communities of practice, marketing
resources, information technology and
best practices in practice management

MGC Global provides services in the areas
of enterprise wide risk management,
control assessments (SOC, IFCR & SOX),
internal audits, process re-engineering,
governance frameworks, IT advisory,
GDPR, cyber security, CxO transformation
and forensic services. Our Firm has the
capabilities to service its clients through its
offices in Bengaluru, Mumbai, NCR; and
has service arrangements in all major cities
in India.

Disclaimer
The information contained in this thought leadership paper is not intended to address the circumstances of any particular
individual or entity. The document has been prepared with the help of various sources believed to be reliable, but no
representation or warranty is made to its accuracy, completeness or correctness. The facts stated in this document are based on
data currently available and can change when this data gets updated. The information contained in this newsletter is in no way
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information contained herein, the Firm or KNAV takes no ownership of or endorses any findings or views expressed herein or
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